Report: Intrusion Prevention Q
and Detection System (IPDS) N SKU DON ET

Report creation Aug 23, 2024, 11:14:07
date: AM
Report start date: Aug 22, 2024
Report end date: Aug 23, 2024

Attacks by type of defense. Total: 11118 Hits.

Blacklists Whitelists
Reject 3671 4331 3116
Accept
Total 3671 4331 3116

Attacks detected by farms. Total: 11118 Hits.

Farm nam
()

Blacklists DoS RBL WAF Whitelists Total

ReversePr

3671 4331 3116 11118
oxy

Attacks detected by rules. Total: 11118 Hits.

Rule name Blacklists DoS RBL WAF Whitelists Total
Max_Limit

_Per_sour 185 185
ce |IP

IIi;ogus_TC 3098 3098
FireHOL | 354 354
evell

REQUES

T-949-BLO

CKING-EV 3069 3069
ALUATION

CIArmy 324 324
LogNewsl 47 47
etters

FireHOL | 2993 2993
evel2

Limit_RST 1048 1048

_packets




Top 10 Attacks by source IP. Total: 4511 Hits.

IP Total
46.6.16.109 2380
134.209.108.12 746
178.170.39.106 408
194.48.168.5 2717
47.76.209.138 142
193.70.81.103 138
47.76.99.127 133
111.7.96.153 107
209.99.134.91 90
66.249.70.141 90

Top 10 Attacks by URLs. Total: 2276.22 Hits.

URL Total

/ 1985
['or+123.22 123.22
/newsletter/ 47
/ee/ee.zevenet.com.gpg.key 38

/jaN\\xe3\\x82\\xb7\\xe3\\x83\\xa7\\xe3\\x83\\x83\\x
e3\\x83\\x94\\xe3\\x83\\xb3\\xe3\\x82\\xb0\\xe3\\x 25
82\\xab\\xe3\\x83\\xbc\\xe3\\x83\\x88/

/xmlrpc.php 21

/wp-admin/admin-ajax.php 20

/ja/\xe3\\x83\\x97\\xe3\\x83\\xad\\xe3\\x83\\x80\\x
e3\\x82\\xaf\\xe3\\x83\\x88/\\xe3\\x82\\xa8\\xe3\\x
83\\xb3\\xe3\\x82\\xbf\\xe3\\x83\\xbc\\xe3\\x83\\x9

7\\xe3\\x83\\xa9\\xe3\\x82\\xa4\\xe3\\x82\\xba/\\xe 6
3\\x83\\x99\\xe3\\x82\\xa2\\xe3\\x83\\xal\\xe3\\x8
2\\xbf\\xe3\\x83\\xab/

/1975.php 6
/.env 5

Attacks by hours. Total: 11118 Hits.
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