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1. GDPR ( General Data Protection Regulation, 288 GDPR )
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. 1. (EFE  ARNET BENATESE - MfIaEh e -
=\ [ 2 HEA (Bot) : WEEREBHLARE BT SUEENEE -
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ADC ( Application Delivery Controller) : [EFS{[#¢fles » T HEAT M EEHANERAEFIEEEL -
WAAP (Web Application and API Protection) : Web/EHFIAPI(R:E » TN S BN REEHIR T4 4 -
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1. DAY - TFEE2E - F3E - BAENE7E & > BN WAN _E1Ties - ik - ERAEE SO -
%@ﬁ%ﬁﬁ 3 TCP ~ UDP ~ SCTP ~ SIP ~ FTP ~ TFTP ~ HTTP ~ HTTPS ~ RDP ~ SSH ~ POP3 ~ IMAP ~ SMTP ~ DNS ~ NTP - LDAP - LDAPS - RADIUS -
WebSocket Z775% » DK, MS Exchange ~ Lynx ~ ICA Z5JEFT o
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2. ffE AR (B0 ~ 4% ~ DRENF...) PEFPRYIEEEYIR
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2. ERRTEENGHE ¢ S ANGIH (ST WebEFIAE ZNAY T EE -
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4. 77538 HTTPS foi e sd I RaE AP

* SKUDONET WAAP {i ] HTTPS 2R (R API AEET, > FECREGIR (HERHI R E TERI e R
1. AN ¢ Bk AR AR R -
2. APl Z7< © SRIATIRE (R OR AR SR API 55>

5. /5% SQLI ~ XSS ~ LFI ~ RCE ~ RFIZEH H AVARE 14 82

e SKUDONET WAAP $2 it 2 HIHVIEAIE P 2l5EE - JiiLE RAYAELE e

1. sQL Injection (sQu) : [5i-EE sSQL ERFE ATERIET » (EMIEEEERER T ARKRAFERIRE -

2. Cross-Site Scripting (XSS) : 7EZ{S(ERVAEIEFFE AEERIA - MESHEUEE B BE T REIFENHERE -
3. Local File Inclusion (LFI) : AN S HESEIERET T » 1E M EEBUEUSE Bt TR I AERTHRTE -
4
5

. Remote Code Execution (RCE) : FIHJEMEFFAVIRIE » £ HIRARYG LTSRS - B8 2R -
. Remote File Inclusion (RFI) : &G AESFERRERT > (e B UG s AUBURGE -

. /5% PHP ~ Node.js ~ Java ZZAVFE Z0HE R

o SKUDONET WAAP SEH0:5% 5 A1 1E 81 ¥ A EIfE 2E SRR E
1. PHP )RS EBHEE © [/ PHP FEFHFE T A H FOREFI A -

2. Node.js 222 : s AIRIFH (E$1%f Node.js JEE R EE -

3. Java 22 : [fj1ES1%f Java FEFIREFFEYRIEFIA -
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7. [/72 DDoS T 22 » {541 RESET FLOOD #/ IP ORIGIN

o SKUDONET WAAP ${it55 A [ DDoS [ETHAL ¢
1. RESET FLOOD [f/53 : 5% ASMFH (A EAYTCP RST (EE'E ) B » sE T EIFR AR SR AR ER -
2. IP ORIGIN [[558 : EHIAIRFHIZR HFFE IP 25K » BhlE RE(RIEHT 1P Arik 2 e - SE S S HOX

LR EGAY IP B EGERMEFRLRAEI -

8. H B #

* SKUDONET WAAP fE{itfg H 22 N E W - HECRDT & R HiandS fofl -
1. BB © TR R R A B A

2. ZERIEEHEE - MBI EE i B B R e g -

9. HlsE = Jrfmag R oy getd:

o SKUDONET WAAP 7 8125 =7 T BRI iess s &

1. SIEM B © BIZ 2l ERISEFEH (SIEM) 2% s o Rt mivZekaiE -

2. API B2 ¢ i API B A2 T B AIREEL & » PR 2 2 [TRERE

3.SS0 By HIEE 5 A A% (41 Okta ~ Microsoft Azure AD) ¥ > 24— B (nEass AP iEE - R D
HE SRS SRR -

4. MFA B & Y2 RNZE:S (4 Google/Microsoft Authenticator ~ Duo Security ) » BEggZ2e M » [ 1F ek
PPERVELR -
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Community Edition 1 &£hK Enterprise Edition 1®3kRk

Open Source with Linux 1.0 6 {5 FIE & 3HJ Web GUI
BEVIN SRR -

AR 15 S R P RL4H (LSLB)

Basic Clustering Z- A EFH

Basic Networking configuration

Support from Community ++EEHY X FF

AMAZON and Azure Support

Complete API for management

Open Source with Linux #%.(» 6 {85 & & =1 Web GUI

M E#ECE#THEE (Concurrency, Requests per second )

Local Service Load Balancing Module A 1#0K 75 & &k - f#ri5E4H (LSLB)
Global Service Load Balancing Module 45l 75 & &k S 15 4H (GSLB)
Datalink Load Balancing Module &} i & &l - #rf&4H (DSLB)

Advanced Networking configuration &[S 48R A B
e Bonding 254 - VLAN E#E 49 - VPN

Intrusion Prevention and Detection System (IPDS) A {Z [ A1 0] 2245
1. Blocklist protection (ACLs) [H 1} 5 EEfr:E

2. Denial of Service Protection (DoS) FE4& g 5 {riE

3. Web Application Firewall (WAF) Web J& 2 =[5 K i%

4. Real-time BlockList protection (RBL) B[JHF[H 1F 5 BB frE

Stateful Clustering JREEEEEF

SKUDONET T2t X+
OEMfE4H » FHARIEIF (R & i
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SKUDONET 1PERK 2455 A wELE 2 EHIE

SKUDONET Basic User Interfac

Appliance Version:
SVA 160666

Software

AN A A AN A AN A AN AN
VWV VWV WV WV VWV WV WV WV

Hostname

Syalennn

Memory (MB):
: 457.54

Load AVG:

YUDDNET Basic User Interface Help:
xit, Ctrl+X = Main menu, Arrows = Move

@svaleeee”ﬁ ge to next item, Intro = Select.
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s RIMBHIET(—) : 7 LAXNAT EXHEE

SKUDONET

[ skdek == Not configured A= @ Language ~ S demo v

System information
"%, Dashboard .
Igt

» version: 6.3.9 ® sppliance Version: ZVA 6000, hypervisor: KVM
@ LSLB v » WebGCUIl version: 11.7-6.3.9 B Kernel Varsion: 4.19.118-26000
@ gl v System stats c
CcPU 51/100%
B .|
iy DsSLB v _
= Mernory 8174 /98741 Mb

= Load 067 /1 Core
U IPDS v

A= Monitoring  +

CcPU Load Memory
N lde W Sys User 0.70 M Bufier W Cached W ldie Other
0.60
‘?.: Network v 0.50
0.40
0.30
% System v 0-20
0.10
0
15 min 5 min 1 min
LSLB farms c GSLB farms c
Total
Qﬁ|2 |QN|L1
0% "067% '0% ' 33%
1 3

© 2024 StirlingNet. All Rights Reserved - CONFIDENTIAL Reference : Enterprise - Web GUI (skudonet.cloud)

c
® Hostname: skdék ® cupport from: Tue Apr 23 17:32:48 2024 GMT~8
B Systern Dats: Sun Jun 30 08:04:24 2024 GMT+8 B Support until: Sat Mar 22 17:32:48 2025 CMT~8
Connections cn
Total number of connections in real time: 34
60
20
0
IPDS. Attacks by type of defense cn
Total: 599 Hits Blacklists: 344 Hits DoS: Hits RBEL: O Hits WAF 12 Hits whitelists: O Hits
350
300
250
200
150
100
50
0
DSLB farms c IPDS stats c
Total
340 1242 | Q |T2:
57% 41% ' 0% ' 20
4 G >

s N
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https://skd6k.skudonet.cloud:444/#/auth/login

s RIMBHIET(—) : 7 LAXNAT EXHEE

Ry 7 BcE JD Edwards 1Y AT TR LUE S Srstie AT Tt - ff AR A BE i & SKUDONET J& FIfE =UA (2l 25 et i -
1. SKUDONET ADC KHECE LAXNAT s fs (R 1) - TCP it St i i & P s -

2. SKUDONET ADC {8 F HTTP(S) 3% EAE I THCE. » BEAMEAREERIARIE HTTP BEBE A AR - kB EESA
SKUDONET HEZ 1 : FREEIPECE (Virtual IP configuration) i
0 P52 P 067 E RORIP » A E A R ABEIP B LI % 1355
; R OB (B4 % () e B A O R e -
LSLB g Virtual interface list ! ;-_*g"_ 192.168.56.200

@ oe

Network > Virtual interfaces > Create
@ DSLB o Name - |

Create virtual interface
@ IPDS y

: Parent interface: ethO
oo Virtual Interface name: eth0:0 | 1p: 192.168.56.101
IP address: 192.168.56.200

i i o |

MNIC

Bonding

VLAN

Virtual interfaces

£ HF AR T
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+ RBERIETR(—) ¢ £ LAXNAT SNt E

8% 2  fic & JD Edwards IZIAE IR TCP B & F 1% (Configure the JD Edwards farm for TCP load balancing)

1. Farm /& SKUDONET & fIfe =0ac (il s o HY R HEE e -

ey o] A A [EfE R ES -
2. Fi{E LSLB >>Farms >> Create Farm -’ {F¥reEE isiE—(EH,

s TA o BIANAE NAT FIHEE NAT -

@ LSLB ~ Create LSLB farm

— SKUDONET
Farms Name
- JDEdwardsL4

@ LsLB LSLB farms list S .
et's Encrvot 192.168.56.200
Farms ‘ = Create farm

i# Farm > SKUDONET ffif&% it &3l0R s K ss 2R B R B LE

AR o IEECERE R E ) 4 RIS RECT R e T EA

ACE LAXNAT Sy & ]
Name: JDEdwardslL4
Virtual IP: 192.168.56.200

Virtual Port: 80

Profile: L4AXNAT p—
"] 80
@) GSLB . L&XNAT -V-VN.o f;arm.--
D00 &4 ]

£ HF AR T
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s RIRBHIETR(—) : £ LAXNAT EX i E

$BR 2 . firE ID Edwards IZUS

IR TCP & # 1 (Configure the IJD Edwards farm for TCP load balancing)

3. iy Farm {4 - $5 T4 - @A [ Global | EIER » #— 75 LAy TAdvanced | - BT# M - Bkt T T Apply | REHFEE -
4 JNSVBHEEEIL Farm MR - SIEAR B  (SEEEIFTE T RIHAEE Q% Nar/log/syslog m  [RIHLFEBAES MR =T FIZERS -
RAE AR BT H3E -

o sl dlitl o LSLE = Farms >~ JDEdwardsL4

Edit LSLB farm

JDEdwardsL4

@) SSLE .
192.168.56.200
a2
t}. C
o Advanced settings
U
TCP
P

Advanced

Name: JDEdwardslL 4
Virtual IP: 192.168.56.200
Virtual Port: 80

Lo Protocol Type: TCP
NAT Type: NAT

(0L}

Om

- Advanced

© 2024 StirlingNet. All Rights Reserved - CReferénde
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s RIRBHIETR(—) : £ LAXNAT EX i E

0 "_ Dashboard

@LSLB

Farms

Services settings

Weight: connection linear dispatching by v

Persistence

@J GSLB v IP: Source IP

1200

8% 2 : Bt E ID Edwards Farm LLEIR TCP &3 % (Configure the ID Edwards farm for

TCP load balancing)

5 fRERGEIEL BRI RSN E &7 o B B8P ss & I 3l 70 2 f A aEEr -

6. FMFHERAIL(T] Session EK » MRFLEMEFEN - A FIREFEERISAZK » &
B RginfE ik g E 2 P lnsd AV B F R P A& s A 810 - lge s Ak —LhRAsRsds -
R ATRFBCE Session Persistence » BEHEIP : 2FRIP » MRHARF A ME & a5 5 € M
1200 ¥ (20 738#) - =t SRRHEE — 2 P e — B A PR B A [E] 2 b e i s
YR A PR E 20 o8N AEAEAIRE - RIZghREEECFrasgsik H bR - 52X
FH P i 8 B P sl - sl st e e e By O o

-

seconds
U rPos . oy
Farmguardian & ervices .
. Select persistence: |P: Source IP
P M v Disabled Persistence session time to live: 1200 -
O N k ~
- Apply Revert changes
© 2024 StirlingNet. All Rights Reserved - CRgf@F&Re - https://www.skudonet.com/knowledge-base/howtos/how-to-load-balance-oracle-jd-edwards-for-high-availability/ LAHA RA
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s RIRBHIETR(—) : £ LAXNAT EX i E

$8 3. M Farmguardian BCEZIEMEREEE (Configure a backed health

check with Farmguardian)

s’ Dashboard Monitoring > Farmguardians 1. fFLAXNAT & ErEHd » farmguardian BYAC B EmEERY - DABGEAFIAESEE %
- (TS ISR M T T LS e B e (TR BAUTCP 4 » 18
@ s .| Farmguardians list A LGTHTTP 3557 5347 B L B A e (A e A T

2. FifE Web GUI #y ' B9 , >> | Farmguardian ; #843 - I ( H % 7

@-) GSLB Create farmguardian
. SLD v
Monitoring > Earmauardial

s > JdEdwardsBacke JDEdwardsBackends #E17—{[E farmguardian #E{TAR ST » fER DI 28 ¢
.’2 ST . 0 clobel Farms 3. IHAE[E%F] IDEdwardslL4 Farm » RFEIEF » B4F farmguardianZfao &2 E

AEA MR ERIA - 2418 F JDEdwardsBackends » EEEZFE T Apply -

Edit farmguardian

L‘J IPDS y O

check_http -t 10 -w 10 -c 10 -H HOST -u /jde/E1Menu.maf -e 200 -p PORT
#o° Monitoring ~ o .
10 seconds 21 seconds

Description
Advanced HTTP health check for JD Edwards backends.

Services
@ Cut connections TimeOUt: 10
i Description: Advanced HTTP health check for JD Edwards backends
SR Bl oo Command: check_http —t 10 ~w —c 10 -H HOST —u/jde/EIMenu.maf —e 200 —p PORT
© 2024 StirlingNet. All Rights Reserved - CR&feF&Re © https://www.skudonet.com/knowledge-base/howtos/how-to-load-balance-oracle-jd-edwards-for-high-availability/ %ﬁlf\:ﬁ:}f‘%ﬁ?
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s RIRBHIETR(—) : £ LAXNAT EX i E

S E% 4 © 1% ID Edwards EnterpriseOne & in{aAliR2§ (Adding the ID Edwards EnterpriseOne backend servers)

1. FEEHEHERS R EIET ID Edwards HYE B Ekes - FFMHVEERI T - &l 192.168.56.101 1 192.168.56.102 24 ID Edwards
FCERYE:HE WebLogic 8080 Il 1 » 3F25 LI NEH °

2. HIFE » 2 EEFETFEREEP 192.168.56.200 #H##E 80 i SKUDONET L4AXNAT $5¥#f JD Edward EnterpriseOne #EfT & A » 5
Fit&um iR 80 i & DANAT =L T %l 192.168.56.101 il 196.1962.102 » th &fa& & E%NHE 21 M EH B sTETIR e THEIAE E
URL HTTP 53K 200 OK [=[JE -

Backends c
Create backend Search o
O Alias 14 Port Max. Conns Priority Weight Status
0 102.168.56.101 8080 0 1 1 o
O 192.168.56.102 8080 0 1 1 o
10 v
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s RREBHIETRC) : FE HTTPS EXXPECE

HER1 . #IL HTTP(S) 35 (Create an HTTP(S) farm)

1. BN E—TEAERVECE 7% - BECE T as R E R G P 22 R R R R TTAF » ot HTTP SEE/EEAE=gd (HTTP #hE)
& TCP BB EiE -

2. FifE Web GUI gyt #EE » LSLB >> B35 > £ LSLB F @i — s - BRAEE HTTP {FEREE N » #EER 443 [LE
JDEdwardsHTTP ByffaittEfaTE - 2R & EEERE &t |P 192.168.56.200 (JoRiCLECE FyRE B I )

<) SKUDONET [ skdwaf = a

= Not configured @ Language ~ 2 oot +

-*'J.  Dashboard

-d LSLB > Farms > Create o

Create LSLB farm

Farms Name *
JDEdwardsHTTP
Stats
SSL certificates
Let's Encrypt T
Profile *

{17 GSLB HTTP T -Nofarm- )

iy DSLB

© 2024 StirlingNet. All Rights Reserved - CREfeF&Re : https://www.skudonet.com/knowledge-base/howtos/how-to-load-balance-oracle-jd-edwards-for-high-availability/ %ﬁlf\:ﬁ:{%ﬁ?



https://www.skudonet.com/knowledge-base/howtos/how-to-load-balance-oracle-jd-edwards-for-high-availability/

s RREBHIETRC) : FE HTTPS EXXPECE

FEF1 . 331 HTTP(S) 15 (Create an HTTP(S) farm)

3.

IS BHETEREI—T " Global , ZEIEFR > 3EF Listener 4 8 fy HTTPS 3 » FLEHRIEUREL HTTPS Wi EBLBEAAHREVH S8 > 351K
THrRECESE - HTTPS 28 FEfERLA TLSvI.1 A1 TLSv1.2 - FEaxEMH TLSv1.3 » #H64AE " All, U MECE @ ([EAREA R st A FAYEHS -
ar 1t Ciphers NI S HY Security 2E7H e

Available certificates FETs 24t F1 0] FAY certificates » H A B HIER » THERIRA certificates B A] » — H 4% 458 » FofTEEBEC B S certificates » ZRHAT LA
55 =7 RPas Ry CN(Common Name) #R5 certificate B(F FHEAMHYEEE Lets Encrypt 7% 55 » {E/CHIHYEEEE LSLB > Let's Encrypt

HTTPS

HTTPS parameters

@ Disable sSLv: @ Disable sSLv3 @ Disable TLSV B Disable TLSv1.1 B Disable TLSV1.2

All

Available certificates Enabled certificates

k
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s RIREBPIET(Z) - £ HTTPS EX P E

ST ER2 . BIRIEM B (Create a service and the backends)
1. FECEM HTTPS Farm thiy TService | #EIH » WiHiw—(E% 5 Find the JDService (1) New Service

Edit service

Strict Transport Security
. Enable STS

Redirect

I Enable redirect

Persistence Backends

No persistence Create backend

Cookie —

I Cookie insert
Farmguardian &
JdEdwardsBackends

J» HTTPS backends

21600000

192.168.56.101

192.168.100.102

Create service

Find the JDServicel

AL

C
Q
P Timeou h Stat
8080 O
8080 O
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s RREBHIETRC) : FE HTTPS EXXPECE

S ER3 | #EPEEE (Advanced Checking) e
1. BRATEHZIEEL LAXNAT Farm S MHEIM T BT TERE - (FREEETL LAXNAT Farm 2k -
M EHVETIRN » B LAXNAT s5EREAIE - /£ HTTP(S) & farmguardian “f

SR - BB T HTTP Al T T EAH TCP s - LaxNAT /2L hitps mode with port 443

e g \ e HLER (5 ] JDE
s EFE N HIT AR » NEEARFTRZE AR E T - 25 A sEfE & I i &= _ﬁgp;th“ r 192.168.56.200
HIETE » BIZEZHEST T farmguardian health check | -
2. ZEHEERAE LSLB A H SKUDONET HTTPS 52 EfEfE TCP HBHE 443 il -
FMEEIRYEE#EE IP 192.168.56.200 1£ SSL & a5 - ¥f JID Edward EnterpriseOne
AT -

http mode with port 8880
3. [hEEKEA HTTP =4 Port 8080 {#i£%E Weblogic fifkss IP 192.16.56.101 F1

192.168.56.102 f1fy JD Edwards 74U - tECERE R " SSL Offloading | » & FIiHAl
REF i es Z BRVEEIEL HTTPS 22 2 5sC5E ik - (BB s~ 25 R 1 I < Fi Y 48 SR DA .:-

HTTP = (& SSL) 58K - IP: 192.168.56.101 IP: 192.168.56.102
BORT: 2020 BORT=20820
) Weblogic Server Weblogic Server
R#&MEEEZE (Final Considerations) 8 g
SKUDONET ZZ& ¥ fzma] it - It H BFEAEEHZ 2/ ID Edwards #EFE M S i -
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B 484 . [FERBINAE (Firewall) B2 Skudonet WAAP EE$R

1. AR E 2. $RZ FEFH BB

3. AR NIE M 4. FIRIEE F
B Be

[

o

Skudonet
EAPR

DA

4 N

(LT I3 K G (A i R AR
PUI > A8 725 B0 G 708 R R Y

B -

4 )

5T 2% 5 K i {2 e e A B
B EIHIIREEE » AR A

- J

4 \ N
BRI EE P
Skudonet LR[S 44
B (Real-time Block
Lists, RBL) &7t » BEF

BfIRE ST PH T LR
YA -

AJ7E DDOS 5[ - AEZ
AR TR FELE R
B -

EREETRE -

4 N

LRI KA A e

- J

/

FEFJBRhEE -

Skudonet #y Web [ FH[)5
K% (WAF ) BE#H[ &
saL JFE A (sQLi) -~ &

- )

I A T 8 (XSS ) %
FEF G -

TR 400 AN -
25 5 LT i M

BEK -

BIHY HTTPS FEIEE |

4 N

A = B IRy 5 BT Y I 15
o dHE VR R HRE [ EE T

- J

4 )

REMNERE
(PR SSL fEE: - AES

- )

A& HTTPS JfiiE - WELR
BB 2 -

SRAVIAEE -

- J

4 )

BEBRES -
Skudonet FVEE IEH %

- )

RE SRR H BEOR o HE(R
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S e #19%88 (Load Balancer) £ Skudonet WAAP LEES

S : ﬁiég:kgﬁ 3. AFRAVIZR SR 4. ﬁﬂ%u—ﬂ%

[t 7H o | (rxamse )
s gzﬁﬁ% ?ft %%ﬁﬁi A FS G IR /“\&*E@ﬁxmﬁfﬁ
ERR T BRI T remramEan 7 8| || TRERS LE » 2 A SRR
SRR ERE - i . ki RS T -
C@ﬁtﬁﬁﬁi@ﬁf # N | [ N | € :
= TERE . . - .

Sk Skudonet & & #% [» LR = ] SR ¢

udonet @ YHE 12513 14 fil L7 RS B _

%77\‘7\]1 450 000 {. TCP _H_—Jz/$& FE@E %‘Zf’jf@\]‘ /U%fi/\\é / - = : iﬁﬁﬂkﬁb%ﬂﬁ%%ﬂ@

O | WEEET BERT | | | e psimmen e | | | CRESERRGS @ | | | SER (R

FE L e it lraer S #% TCP ~ UDP - SCTP ~ = AR -

SR IZ00 11,000 . HTTP ~ HTTPS <% feft FE-Eh R ]
HTTP 33K /DA 9000 T’fﬁi&'\ﬁs Haﬁﬁg&%ﬂ &Txfbﬁﬁﬁﬁﬁﬁ%ﬁ' FAMETZE » WEERARIE R
6 HTTPS $5K/F) - i R R T -

r_‘l_,l/)lLEaﬁ'ﬁ—‘E /)ILE
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